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Exercise 1 - Multiple Choice (30 Pts)

Consider the following 6 claims and mark the corresponding boxes. Grading: 2 points for a correct
marking without a correct justification, 5 points for a correct marking with a correct short justification,
and -2 points for a wrongly marked box (you will receive non-negative total points in any case).

(a) Consider a set L of n lines in the plane. It is possible to preprocess L with O(n) storage to answer
the following query in time O(log n+ k): For a query point q report all lines l where q lies above
l; k is the number of such lines.

[ ] True [ ] False

Justification: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

(b) There exists a graph G s.t. if we orient every edge uniformly at random (mutually independent),

the resulting orientation
−→
G is Pfaffian with probability exactly 1

7 .

[ ] True [ ] False

Justification: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

(c) Remember that for a binary random variable X the bias b(X) is defined as 1− 2E[X ].

Let X and Y be two (possibly dependent) binary random variables. Then b(X ⊕ Y ) ≤ b(X)b(Y ).

[ ] False [ ] True

Justification: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

(d) For any satisfiable ClSP F , the Local-Lemma-Solver from the lecture terminates with probability
1.

[ ] False [ ] True

Justification: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

(e) Analogous to the lecture, we call a function f : {0, 1}n → {0, 1}n linear if f(x)⊕ f(y) = f(x⊕ y)
for all x, y ∈ {0, 1}n (where ⊕ means componentwise XOR).

There are 2(n
2) linear functions from {0, 1}n to {0, 1}n.

[ ] True [ ] False

Justification: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

(f) Let X0 and X1 be two random variables with some (finite) range X . If ∆D(X0, X1) ≤ ε for all
distinguishers D, then δ(X0, X1) ≤ ε.1

[ ] False [ ] True

Justification: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

1Recall that ∆·(·, ·) denotes the distinguishing advantage and δ(·, ·) the statistical distance.



Exercise 2 - Cryptography (30 Pts)

(a) Phrase the computational Diffie-Hellman problem as a game and prove that it is random self-
reducible.

(b) Consider a function f : {0, 1}n → {0, 1}n and define

g : {0, 1}4n → {0, 1}3n, (w, x, y, z) 7→ (f(x⊕ y), z, f(x)⊕ w)).

Recall that If denotes the inversion problem for f . Show that

If �(φ,=) Ig

and
(If )2∧ �(φ′,=) Ig

for some efficiency-preserving φ, φ′.2 Which of the two reductions is more useful when one is
interested in proving that g is harder to invert than f , and why?

Exercise 3 - Randomized Checking of Quadratic Forms (30 Pts)

Let GF(2)n×n denote the set of n× n matrices over GF(2).

Consider the term xTAx for x ∈ GF(2)n, A ∈ GF(2)n×n.

(a) Let n = 2. Give a matrix A such that for x ∈u.a.r. GF(2)2,

Pr
[

xTAx = 1
]

=
1

4

(b) For general n, let A ∈u.a.r. GF(2)n×n. Show that for a given x 6= 0,

Pr
[

xTAx = 0
]

=
1

2

(c) What is Pr
[

xTAx = 0
]

, if x and A are chosen independently uniformly at random?

2The exact efficiency notion is not relevant for the solution, but to exclude inefficient solutions, your solution should
work for the standard poly-time notion: If W is implementable by a poly-time algorithm, then φ(W ) and φ(W ′) must be
as well.



Exercise 4 - Limited Verifier Capabilities (30 Pts)

Let L be a language and V (x,w) a polynomial time verifier with the following properties. The verifier
expects a proof w of size polynomial in |x| for the statement x ∈ L. It first reads x, tosses O(log |x|)
random coins and reads at most q bits of the proof. If at least two of the read bits are 1, then it accepts.
Otherwise it either accepts or rejects. If x ∈ L, then there exists a proof w such that the verifier accepts
with probability 1. If x 6∈ L, then for all w, the verifier rejects with probability at least some constant
ρ > 0.

The goal of this exercise is to show that in this case L ∈ P, i.e. there is a polynomial time algorithm
deciding the language.

(a) Prove that L ∈ P under the assumption that V reads at most one bit (i.e. V always reads either
zero or exactly one bit).

(b) Prove that L ∈ P under the assumption that V never reads exactly one bit (i.e. V always reads
either zero or at least two bits).

(c) Prove that L ∈ P without the assumptions of (a) and (b).

Hint: Start with the solution for (b) and modify it to accomodate the case when V reads exactly
one bit.

Exercise 5 - A Simple Random Process (30 Pts)

Let n ∈ N and let k0 := n.

We consider the following random process: First we choose a number k1 ∈u.a.r. [k0], then a number
k2 ∈u.a.r. [k1], . . . . In general, we choose ki+1 ∈u.a.r. [ki] until we have reached kN = 1. If we start with
n = 1 then we terminate immediately and hence N = 0.

Let tn := E[N ] (in terms of n), i.e. the expected number of numbers chosen altogether when starting
with n.

(a) Determine t1, t2 and t3.

(b) For n ≥ 2, write tn as a function of t1, . . . , tn−1.

(c) For n ≥ 3, write tn as a function of tn−1.

(d) Determine tn.


